
 
 
 

 
 

PCI Compliance and Usage of SSL and Early TLS Security Protocols 

 
The PCI Security Standards Council released PCI DSS v3.1 on April 15, 2015.  This release of PCI 
standards deals with SSL/early TLS usage as approved protocols for communicating credit card data. 

For detailed information please visit: 
https://www.pcisecuritystandards.org/documents/Migrating_from_SSL_Early_TLS_Information%20Supple
ment_v1.pdf 

The important issue from PCI DSS v3.1 is: 

SSL and early TLS are not considered strong cryptography and cannot be used as a security 
control after June 30th, 2016. Prior to this date, existing implementations that use SSL and/or early TLS 
must have a formal Risk Mitigation and Migration Plan in place.  
 
Effective immediately, new implementations must not use SSL or early TLS. POS POI terminals (and the 
SSL/TLS termination points to which they connect) that can be verified as not being susceptible to any 
known exploits for SSL and early TLS, may continue using these as a security control after June 30th, 
2016. 
 
What this means to your organization:   

Authorize.net users: You must formulate a Risk Mitigation and a migration plan to remove all SSL and 
early TLS security protocols from use on your main CCC server and your WebTIME® server (as 
applicable).  Please note, this operation will involve differing amounts of effort based upon your server OS 
version.     

If you are running Windows 2003 server, you will need to upgrade your server.  Windows 2003 server is 
not incrementally upgradable to account for the SSL/early TLS issue. 

In addition, because RDP (the software used to connect your workstation to the CCC server) uses early 
TLS, RDP will also need to be reconfigured to use an approved version of TLS on Windows 2008+ 
servers.   

CCC recommendation for Authorize.net users: CCC strongly recommends you implement Bluefin 
processing at this time.  This will ensure you are completely PCI certified compliant for all credit card 
activity, including changes required for PCI DSS v3.1.    Bluefin processing does require Windows 2008+ 
server and CCCTIME™ version 14.06 or later. 

Bluefin users: It is possible to run Windows 2003 server as your stand-alone WebTIME® server and run 
Bluefin e-commerce and comply with PCI DSS v3.1.   

Bluefin users should already be compliant with PCI DSS v3.1* as the credit card devices used with 
Bluefin are PCI certified as P2PE (Point to Point Encryption) devices and are NOT susceptible to any 
known exploits for SSL and early TLS.     

Because the credit card communication is PCI certified compliant, (this includes POS, credit card drafting 
and WebTIME® transactions), no changes will be required to RDP or server protocols. 

*CCC has a test script available to ensure your server is compatible.  Please submit a support ticket to 
request this test be completed.  This is available for current Authorize.net users as well as current Bluefin 
users.  

https://www.pcisecuritystandards.org/documents/Migrating_from_SSL_Early_TLS_Information%20Supplement_v1.pdf
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Please note, Windows 2003 server is past its end of life date as set by Microsoft.  This means OS 
patches and security updates are no longer available from Microsoft for Windows 2003 server.  
For this reason, CCC recommends all Windows 2003 servers be replaced with current servers to 
allow for up to date OS and security patches.  CCC cannot guarantee proper operation of current 
CCC software on Windows 2003 server. 

 

 


